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Introduction





The need to exchange information between the Federal Government and the research community is critical.  Traditionally, research institutions and the Federal Government have communicated by mailing preprinted business forms.  Now, the Office of Policy for Extramural Research (OPERA) at the National Institutes of Health (NIH) is re-engineering its extramural grant administration process.  Central to this re-engineering effort is the concept of a Commons, which serves as an electronic mall where the grantee community can conduct business electronically with NIH.  The primary technologies comprising the Commons are those technologies which enable electronic research administration via the Internet.


 


NIH is not alone in its effort to realize an efficient, electronic grant administration process.  NIH is working with the National Science Foundation (NSF) and other agencies to share specific grantee information, such as Institutional Profile (IPF) and Personal Profile (PPF) data.





One requirement of the Commons (and electronic grant administration systems, in general) is to transmit data between the funding agency and the grantee organization (i.e., the client and server applications) in a secure manner.  This requirement is particularly critical due to the operational environment of today’s Internet and World-Wide Web (Web).  The Web provides an uncertain medium for conducting business, because:





The identity of a client is usually unknown.


The identity of a server is usually not proven.


Authorship and document integrity are usually not verifiable.





These characteristics make the Web subject to many vulnerabilities, including document forgery, client and server impersonation, and eavesdropping.  To defend against these vulnerabilities the Commons must deploy a transaction security infrastructure based on public-key cryptographic technologies (i.e., deploy a public-key infrastructure).





Transaction security refers to the ability of two parties (a client and a server) to conduct a transaction privately, reliably, and with authentication of one or both parties.  This paper details the role of transaction security within the Commons, treating the Commons as one entity in a system that includes interagency components.  Specifically, this paper defines a Public-Key Infrastructure (PKI) enabling the secure transmission of data between the Commons and the grantee community, and between Federal agencies and an interagency database of grantee information.





The Commons is a complex system with diverse security requirements.  This paper begins by describing the data transmission environments offered by the Commons.  It then details the security-relevant processes that transpire within these environments.  Using these sections as background, the paper lists some high-level requirements for the PKI, and concludes by recommending an approach for implementing the PKI.  This paper will be followed by a document that identifies the transaction security requirements of the Commons.
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Acronyms





ACL			Access Control List


CA			Certification Authority


CIS			Central Information System


CGI			Common Gateway Interface


CRL			Certificate Revocation List


DES			Data Encryption Standard


DSA			Digital Signature Algorithm


GUID			Government User Identifier


HTTP			Hypertext Transfer Protocol


IPF			Institutional Profile


LDAP			Lightweight Directory Access Protocol


NIH			National Institutes of Health


NGA			Notice of Grant Award


NSF			National Science Foundation


OPERA		Office of Policy for Extramural Research Administration


ORA			Organizational Registration Authority


PI			Principal Investigator


PKCS			Public-key Cryptographic Standard


PKI			Public-key Infrastructure


PPF			Personal Profile


S/MIME		Secure Multipurpose Internet Mail Extensions


SNAP			Streamlined Non-competing Application Process


SSL			Secure Socket Layer


TCP/IP		Transmission Control Protocol / Internet Protocol


URL			Uniform Resource Locator


�
Data Transmission Environments





The Commons currently defines two data transmission environments: bulk data transfer and interactive data transfer.  These environments are described below.





Bulk Data Transfer Environment





The Commons provides a bulk data transfer environment for grantee organizations that employ their own database and/or grant administration application.  Here, the data to be transmitted to NIH (e.g., a grant application, a PPF, etc.) reside in a database at the grantee organization.  The grantee organization encodes the data either as an HTML-formatted data stream or an X12 194 transaction set, and stores the encoded transaction data in a file.  The grantee then transmits the file to NIH.  Possible means of transmission include Hypertext Transfer Protocol (HTTP) file upload or electronic mail (e-mail).





One characteristic of the bulk data transfer environment is that the encoded transaction file constitutes a document.  This document can be signed (application-level signature) and/or encrypted and submitted to NIH.  NIH can archive the document and the signature as proof of authorship and document integrity.





Currently, there are no NIH-generated documents sent to the grantee community that require application-layer signature or encryption.  Documents generated by NIH, including Notice of Grant Awards (NGAs), application summary statements, application scores, etc., will be available for viewing via the Web.  The Secure Socket Layer (SSL) protocol will be used to protect the privacy of the data as it is downloaded, and to authenticate the identity of the NIH Web server and the grantee’s browser.





Interactive Data Transfer Environment





The interactive data transfer environment is characterized by grantees interactively providing information to NIH, typically by completing and submitting Web forms.  One example of the interactive data transfer environment is the Commons Status System.  A user (e.g., a Principal Investigator) requests the status of a grant application via a Web form.  The application status is returned as a response to the request.





In contrast to the bulk data transfer environment, the interactive environment does not result in a transaction file stored on the grantee’s local system.  Thus, there is no concept of a document.  The data being transmitted (i.e., TCP/IP packets), however,  can be signed and encrypted.





Some NIH applications, such as the Web-based Simplified Non-competing Application Process (SNAP), are presently implemented as interactive data transfers.  One issue with the interactive data transfer is that the applied signatures only provide link-level protection (rather than the stronger application-level protection).  This means that information is protected en route, but no further.  An example helps clarify this point.  A grantee submits a SNAP Web form to NIH.  NIH parses the form and stores the form data in a database.  The link-layer security (e.g., SSL) guarantees the integrity of the data between the grantee’s Web browser and the NIH parser.  If NIH modifies the data (either inadvertently or intentionally) in the database, the grantee cannot prove that the information in the database is not what the grantee submitted.  In contrast, application-layer protection provides the grantee with a signed copy of a document on the grantee’s system.  The grantee can prove, at some later time, the content of the document submitted to NIH.  





Applications like the Web-based SNAP must be modified such that the grantee maintains a signed copy of the submitted data.  For reasons of security, Web forms (and unsigned applets) cannot access the local file system of the client.  A mechanism to store a signed copy of the data in a Web form on a grantee’s local file system, that does not place unacceptable burden on both the implementer (to build) and the grantee (to use) is not possible with the current state of technology.  As an alternative, NIH is exploring the possibility of returning a human-readable signed document (e.g., a signed HTML page) to the grantee in response to an interactive data submission.  Thus, the grantee can easily view the Web page (now stored locally on the grantee’s file system) to confirm the submitted data, and has a proven audit trail of the content of the information submitted to NIH.





Interagency Database for Grantee Information





Another possible example of the interactive data transfer environment is how Federal agencies communicate with the interagency database of grantee information.  As part of this interagency effort, NIH has drafted a high-level design of a government Web security system [1].  In this design, there is a central security system (for storing access control data), a central information system (for storing IPF and PPF data), and a set of Federal agency systems which must communicate with both the security and information systems.  In addition, the central security system and central information system must communicate with each other.





The means of communication between the systems defined in this interagency effort are currently unspecified.  Data passed between the systems must be secured; however, since the data transmissions are all internal to the Federal government, link-level security mechanisms (e.g., SSL) might afford sufficient protections.





Security-Relevant Processes





Section 2 defined the environments in which data is transmitted between the Commons and the grantee community, and within the interagency grantee database effort.  This section defines the security-relevant processes that transpire within these environments.





There are two categories of processes relevant to transaction security: Public-Key Infrastructure (PKI) and service application.  These processes are described below.





The PKI processes pertain to the creation and management of keys and certificates.  They include:





Key Generation:  There needs to be some means to generate public/private key pairs.  The private key might exist in protected software or on a token, such as a smartcard.





Certificate Registration:  There needs to be some means to register for a certificate.  A user presents his/her credentials to an Organizational Registration Authority (ORA).  After confirming the identity of the user, the ORA forwards the user’s credentials, along with the appropriate key information, to a Certification Authority (CA).  The CA generates a public-key certificate for the user, and signs the certificate using it’s private key.  In addition to certificate registration, there needs to be some means to renew certificates and to request the revocation of certificates.





Certificate Access:  There needs to be some means to obtain certificates of users and CAs, as well as Certificate Revocation Lists (CRLs).  This might entail accessing a X.500 directory and/or by embedding the required certificates in the secured document or secured data stream.





Key Recovery:  There needs to be some means to protect against accidental damage or malicious attacks on keys used to encrypt application data.  For example, a grantee might keep a research plan that is in-progress encrypted locally.  If the grantee’s key is damaged, there needs to be some mechanism for the grantee to recover the encrypted data.





The service application processes pertain to applying cryptographic protections to data.  They include:





Encryption/Decryption:  There needs to be some means for the originator to transform a cleartext message into ciphertext (i.e., alter the appearance of data so that it is unintelligible to unauthorized users ).  Similarly, there needs to be some means for the recipient to transform the received ciphertext back to the original cleartext.





Key Exchange:  There needs to be some means to distribute data encrypting keys (i.e., session keys).  This might entail encrypting the session key with the public-key of the recipient (if the RSA cryptosystem is used) or using a key exchange algorithm, such as Diffie-Hellman (if the Digital Signature Algorithm (DSA) is used).





Signature Generation/Verification:  There needs to be some means for the originator to sign data, and to transmit the signature with the data in a standard format (e.g., PKCS #7, S/MIME, etc.).  Similarly, there needs to be some means for the recipient to verify the signature (ensuring the identity of the originator and the integrity of the data).





Non-Technical Requirements





Now that the relevant data transmission environments have been detailed, and the transaction security processes transpiring within these environments defined, a few security-related requirements must be mentioned.  These are all high-level, non-technical requirements.  They include:





Non-proprietary:  The approach must use standards where appropriate, and be interoperable with other implementations which use the standards.


Platform Independent:  The approach must be implementable on a variety of platforms, including PC and Macintosh systems (others?).


Application-Level:  The approach must employ application-level security, such that both the originator and recipient of transmitted data can prove the content of the data.


Integrated:  The transaction security services must be integrated into a user-friendly Web environment.  Also, all security services must be provided transparent to the user.


Cost-Effective:  The cost of the approach must be such that it can be implemented currently.  The burden of cost must be assumed by the funding agencies (i.e., not by the grantee community).





Recommended PKI





Given sections 1 through 4 as background, this section recommends a Public-Key Infrastructure (PKI) model.  The model divides the PKI into three concentric infrastructures.  These infrastructures are depicted below.








� EMBED PowerPoint.Show.7  ���


Figure 1.  Concentric Infrastructures for PKI Model








The outermost circle is the communications infrastructure.  The communications infrastructure provides reliable and confidential transmission of data between the grantee community and NIH.  This infrastructure is enabled by the use of secure network protocols, such as Secure Sockets Layer (SSL).





Inside the communications infrastructure is the authentication infrastructure.  The authentication infrastructure provides members of the grantee community and NIH with proof of authorship and document integrity.  This infrastructure is enabled by the use of digital signatures and public-key certificates.





The innermost circle is the business process infrastructure.  Here, the grantee community or NIH uses its internal applications and processes to create a document to be conveyed to the recipient.  Note that the concentric infrastructures are more easily realized in the bulk data transfer environment.  The boundaries between the infrastructures become less clear in the interactive data transfer environment.  The intent, however, is to maintain this concept of concentric infrastructures as closely as possible in all scenarios.





Both the authentication and the communications infrastructures required cryptographic services.  For cryptographic services to be feasible, a trusted entity must be defined.  For this model, NIH proposes the use of a Certification Authority (CA) as that trusted entity.





In this model the CA generates certificates and publishes Certificate Revocation Lists (CRLs).  There are two types of certificates generated by CA: user certificates and Web certificates.  Web certificates are imported into Web servers and browsers, and are used for establishing Secure Socket Layer (SSL) connections.  Web certificates enable bilateral authentication, at the browser/server level, between the grantee and NIH.  User certificates are imported into client and server applications, and are used to sign documents exchanged between NIH and the grantee community.





This PKI model is depicted below.
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Figure 2.  PKI Model








It is recommended that for each user requesting a public-key certificate, two independent certificates be generated: a signature certificate and an encryption certificate.  The signature certificate is used for verifying the user’s digital signatures.  The encryption certificate is used for sending encrypted data to the user.  The use of two certificates is to meet the conflicting requirements of key-archive (to decrypt old documents) and key-backup (if the private key is damaged) verses non-repudiation (there can only be one instance of the private key) [2].





Using the two-certificate approach, the allocation of CA certificates is depicted below.
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Figure 3.  Allocation of Certificates








To further explain the recommended PKI model, the following sections detail the processing that occurs within the model.  Specifically, configuration processes, certificate processes, and transaction processes are described.





Configuration Processes





Configuration processes pertain to obtaining, installing, and configuring security-enabling software, such that it can be integrated seamlessly into a Web environment.





How a Grantee Organization Obtains Client Security Software





The grantee software comprises 2 components.  The first component is the security client obtained from the CA.  The second component is a Web browser that supports JavaScript.





Grantee downloads security client from CA.


Grantee downloads Web browser.





How NIH Obtains Server Security Software





NIH purchases Security Server Toolkit.


NIH develops code required to call the Toolkit API to generate/verify signatures.





Certificate Processes





Certificate processes pertain to the requesting and renewing of certificates, the requesting of certificate revocation, and the accessing of CRLs.


How NIH Obtains Certificates





NIH needs to obtains 3 (sets of ) certificates.  One or more certificates must be obtained for each of the following:


NIH Web server


ORA official


Commons signing official





To obtain the required certificates, the following steps are followed.  Note that all NIH public keys are generated using the Security Server Toolkit.





NIH completes and submits (over an SSL connection using server-only authentication) a CA Web form requesting to be an ORA.  The form includes credentials for the NIH ORA official (a person) as well as the public-key for the ORA official.


The CA authenticates the credentials out-of-band.


The CA generates the following certificates for the ORA official:


Web certificate


signature certificate


encryption certificate


The CA makes available to NIH (either by placing them on their Web server or by emailing them) the certificates for the ORA and the CA public-key certificate of the CA.


The ORA imports the signature, encryption, and CA public-key certificates into the NIH security server, and imports the Web and public-key certificates into the NIH Web server.


NIH completes and submits (over an SSL connection using bilateral authentication) a CA Web form requesting a signature and encryption certificate for the Commons signing official.


The CA generates the following certificates for the Commons signing official:


signature certificate


encryption certificate


The CA makes available to the Commons signing official (either by placing them on their Web server or by emailing them) the certificates for the signing official and the public-key certificate of the CA.


The Commons signing official imports the signature and encryption certificates into the NIH security server.





The certificate renewal process for the ORA and the Commons signing official is handled in a manner similar to certificate request.





How a Grantee Organization Obtains Certificates





To obtain the required certificates, the following steps are followed.  Note that all grantee public keys are generated using the Security Client software.





A grantee organization needs to obtain a certificate or set of certificates for the:


Web browser of the signing official


signing official





The grantee completes and submits (over an SSL connection using server-only authentication) an NIH Web form requesting a certificate.  The form includes credentials for the grantee signing official as well as the public-key for the signing official.


NIH, as the ORA, validates the credentials out-of-band.


NIH completes and submits (over an SSL connection using bilateral authentication) a CA Web form requesting a signature and encryption certificate for the signing official and a Web certificate for the official’s browser.


The CA generates the following certificates for the grantee signing official:


Web certificate


signature certificate


encryption certificate


The CA makes available to the grantee (either by placing them on their Web server or by emailing them) the certificates for the signing official and the CA public-key certificate.


The grantee imports the signing official’s certificates and the CA public-key certificate into the grantee security client, and imports the Web and CA public-key certificates into the Web browser.





The certificate renewal process is handled in a manner similar to certificate request.





How CRLs are Obtained





Both the grantee and NIH obtain CRLs in the same manner.  The security server (NIH) or security client (grantee) use the Lightweight Directory Access Protocol (LDAP) to download CRLs from the CA X.500 Directory.  This is performed whenever a certificate is validated against a CRL, and the current CRL is expired.  The LDAP is embedded in the security server and security client; thus, both the downloading of the CRL and the validation of the certificate against the CRL are performed transparent to the user.





How Requests for Certificate Revocation are Performed





Either NIH (as the ORA) or the grantee completes and submits (over an SSL connection using bilateral authentication) a CA Web form requesting certificate revocation.  The grantee can only request revocation of his/her certificate(s).  The CA responds with email accepting or rejecting the request.





The grantee can optionally complete and submit (over an SSL connection using bilateral authentication) an NIH Web form requesting certificate revocation.  NIH, as the ORA, forwards this request to the CA.  Again, the CA responds with email accepting or rejecting the request.





Transaction Processes





Transaction processes pertain to how data is transferred and validated between NIH and the grantee community.





How a Grantee Organization Initiates Secure Data Transfer





For bulk data transfers, the following occurs.





The grantee uses the point-and-click interface of the security client to select a local document (e.g., file containing an X12 194) for signature, and signs the document.


The grantee downloads the appropriate Web file-upload form from NIH.


The grantee submits the form to NIH.





For interactive data transfers, the grantee simply downloads, completes, and submits the appropriate NIH Web form.  Note that NIH is considering returning a signed document to the grantee containing the data submitted in the Web form.  This scenario is further described in sections 5.3.3 and 5.3.4.





How NIH Verifies Secure Data Transfer





For bulk data transfers:





The NIH Web server receives a signed file (most likely, via HTTP file upload).  The SSL layer will authenticate the identity of both the originating browser and the NIH Web server, and provide privacy across the channel.


The Web server parses the file upload, and conveys the file to the security server.


The security server archives the protected file in the Common’s database.


The security server verifies both the signature certificate(s) and the document signature using the Security Server Toolkit API.  Note that the signature certificates are transmitted with the file.


The security server transfers the clear text data (i.e., the file contents) to the EDI translator (if X12 194), to the HTML parser (if HTML-formatted data stream), or to another application to be processed and inserted into the Commons database.





For interactive data transfers, the Web form data is simply processed by a Common Gateway Interface (CGI) script.  There are no application-layer protections applied to the data.





How NIH Initiates Secure Data Transfer





The information generated by NIH for the grantee community (e.g., NGAs, status information) does not require application-layer protection.  This information will be provided to the grantee community as Web pages accessed via SSL connections.  The CA Web certificate in the grantee’s browser will be used for bilateral authentication between the NIH Web server and the grantee’s browser.





NIH sends email to the grantee providing the Uniform Resource Locator (URL) of the document.


The grantee accesses the URL via an SSL connection.





The only exception is when NIH (tentatively) creates a signed document containing the data that a grantee entered during an interactive data submission.  For this scenario, the follow steps occur.





The NIH Web server receives the form data from the grantee submission and executes a CGI script to process the data.  The SSL layer will authenticate the identity of both the originating browser and the NIH Web server, and provide privacy across the channel.


NIH creates a signed document (e.g., an HTML page) containing the form data.


NIH makes the signed document available in a secure area for the grantee.


NIH emails the grantee the URL for the signed document.





How a Grantee Organization Verifies Secure Data Transfer





For information generated by NIH for the grantee community (e.g., NGAs, status information), there are no security-related actions that need to be performed by the grantee to view data protected by NIH.  The grantee simply accesses the secure URL via an SSL connection, and views the data.





To process a signed document that corresponds to an interactive data submission, the grantee performs the following:





The grantee saves the signed document to the local file system.


The grantee uses the point-and-click interface of the security client to select the signed document, and verifies the signature.





Key Recovery





Applications for NIH grants contain a variety of confidential information.  This information includes:





Social security numbers of key research personnel,


Salaries of personnel budgeted on the application, and


Proprietary proposals for research.





The grantee community might find it valuable to store application information securely at the grantee site.  For this service to be feasible, the grantee community needs protection against accidental damage or malicious attacks on the keys used to encrypt the application data.  This protection is enabled by key recovery.





The mechanism required for key recovery is inherent in the proposed PKI model. Grantees are assigned two distinct key pairs: a signature key pair and an encryption key pair.  The private key of the signature key pair is stored securely and accessed only by the grantee.  The private key of the encryption key pair is not only stored securely by the grantee, but (for key recovery purposes) a copy is archived securely by the CA.


 


The grantee uses the public key of the encryption key pair to encrypt the grant application data at the grantee’s site.  If the private key of the encryption key pair is damaged or becomes inaccessible, the copy archived by the CA can be used to decrypt the encrypted data.





The Interagency Central Information System





Presently, NSF and NIH have begun drafting a high-level design document for a government Web security system [1].  This document specifies the infrastructure required for a Central Information System (CIS) to store institutional and personal profile data, and for a central security system (i.e., a database of credentials or passwords).  The government Web security system comprises the following characteristics:





only specific Federal agencies (i.e., specific IP addresses) can directly access the CIS and central security system


indirect (i.e., user) access to the CIS is permitted only by users registered in the central security system


there is a registration process for creating new users in the central security system


users can modify their own credentials


using one set of credentials, a user can login to Web interfaces provided by all participating Federal agencies


users reference other users based on Government User Identifiers (GUIDs).





Access to the CIS allows users (e.g., PIs) to identify other key personnel when creating a grant application. Note that users validated against the central security system are permitted access only to the CIS; each Federal agency controls access to its computer systems.





The PKI described in section 5 can be integrated with the CIS and central security system in a variety of ways.  First, the PKI can be used to supplement the Web security system.  In this scenario, the central security system is used to provide all access control based on passwords.  Once a user is determined to be a valid user, institutional and personal information is exchanged between the Federal agency (on behalf of the user) and the CIS using a secured channel, such as SSL.  There will be bilateral authentication for identifying both the CIS and the Federal agency, and all data transmitted will be encrypted.





Others scenarios involved replacing various portions of the database of passwords on the central security system with a database of certificates.  For example, the central security system could bind usernames and passwords with certificates.  The first time a user accesses the system, the user provides the proper name and password (and other information, if required).  The central security system can bind that user with the certificate provided by the user’s browser during the SSL connection.  During subsequent accesses, the user’s browser certificate provides authentication for the user and governs the user’s access control.  Note that the user would be required to supply a password to the browser to transmit the browser’s certificate.





Thus, the two means of providing access control (passwords and certificates) are not mutually exclusive.  It is recommended that the current state of technology regarding access control based on certificates be investigated further, and an appropriate combination of password- and certificate-based access control be determined.





Phased Approach





It is the intent of NIH to implement the public-key infrastructure specified in this document using a phased approach.  Phase one is limited by the following restrictions:





All security services shall be provided by software implementations; smartcards will not be used during phase one.


Only certificates from the selected CA (the pilot CA) shall be supported.


Only secure bulk data transfers shall be supported.


All secure transmissions between the grantee community and NIH shall be conducted via SSL connections.  Electronic messaging (e.g., Secure Multipurpose Internet Mail Extensions (S/MIME)) will not be supported for exchanging secure information.  Thus, there will be no application-layer encryption of data transmitted between NIH and the grantee community; SSL will provide the data privacy service at the network layer.





Phase one will enable a PKI for the NIH Commons, cleanly separating business process requirements, authentication requirements, and communications requirements.  Note that the pilot CA might place user certificates on its X.500 directory as opposed to issuing CRLs.  The recommended PKI must be modified if CRLs are not used.





Phase two shall be an extension of phase one, and be fully backwards compatible.  Phase two is characterized by the following:





Some grantee organizations will implement their own authentication systems; i.e., become their own CA.  Other grantee organizations will subscribe to CAs other than the NIH pilot CA.  The NIH pilot CA will be required to cross certify with these other CAs to promote interoperability with the greatest number of users.


It is important to make the relationship between the ORA and the CA as secure as possible.  Use of smartcard technologies for the ORA will be investigated, and implemented, if required.


One assumption made for phase one is that application-layer encryption will never be required for transmission.  If this assumption is not true, NIH will design and implement this functionality in phase two.


When a grant application is submitted to NIH by interactive data transfer (e.g., SNAP Web forms), NIH plans to return a signed document containing the form data to the grantee.  As an alternative concept, the HTML document being completed by the grantee, through the use of signed applets, might store a copy of the form data on the grantee’s file system when the form is submitted.  Note that this will most likely entail building a Java wrapper to the security client used by the grantee.





Phase two will enable NIH to interact securely with grantee organizations implementing their own authentication mechanisms.  In addition, phase two will attempt to integrate Web and security technologies such that a single, intuitive user interface can built to provide all communications and transaction security functions. 
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