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COURSE CONTENT�
�



General Program - "Introduction to Public-Key Infrastructure"





Introductory Remarks





Module G1:	Executive Overview


Security Concerns for the Internet and Electronic Commerce


Encryption and Digital Signatures


Certificates and Certification Authorities


Certification Authorities -- Who and How Many?


Latest Trends


Break





Module G2:	PKI Applications


Securing the World Wide Web


Securing Software Downloads


Securing E-Mail


Securing Card Payments -- SET


Industries Using PKI Today


Discussion


Lunch





Module G3:	Standards, Products, and Services


Technical Standards


Application Products


Infrastructure Products


Infrastructure Services


Government Initiatives


Break





Module G4:	Practices and Legal Issues


Key Concerns


Certification Authority Practices


Security and Trust


Legislation, Standardization, and Accreditation


Open Issues


Discussion and wrap-up
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COURSE CONTENT�
�



Technical Program - "Public-Key Infrastructure Technology"





Introductory remarks





Module T1:	Information Security and Cryptography


Information Security Fundamentals


Symmetric Cryptography


Public-Key Cryptography and Digital Signatures


Public-Key Algorithms


Authentication


Break





Module T2:	Key and Certificate Management


Introduction to Key Management


Public Key Distribution - Certificates


Certificate Types


Certificate Management


Certification Practices


Discussion


Lunch





Module T3:	Securing Internet Applications


Internet Security Overview


Securing the Web -- SSL


Securing Software Downloads


Securing E-mail -- S/MIME


Securing Card Payments --SET


Break





Module T4:	X.509 and Other Standards


X.509 Versions 1 and 2


Privacy Enhanced Mail (PEM) Infrastructure


X.509 Version 3


Internet Standards -- PKIX and SPKI


Financial Industry Standards


Discussion and wrap-up
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