Certificate 
Policy

Preface

What I have discovered in reviewing this topic – Certificate Policy – is that no one wants to tell you what goes in it.  There are references to x.509, but that is the actual certificate and not the policy.  Discussions usually throw together the words “Certificate Policy” (CP) and “Certificate Policy Statement” (CPS) saying that the CPS should be more extensive than the CP, and may be inclusive of it.  For the CPS, there is a suggested outline, which does not include the classifications for which the Certificate Authority will issue certificates.  The problem stems from the separate origins of the two documents and the attempt by the IETF to not offend anyone and thereby confuse everyone.  

Having arrived at this point, it is now obvious that we must do what no one else seems to have done…sort of. 

I.
Background

A.
Scope

The Division of Computer Research and Technology (DCRT) has been mandated to construct a limited scale pilot of a public key infrastructure (PKI) to add additional security capabilities to the DCRT Intranet for internal DCRT business processes.  In concert with this effort, DCRT will use this pilot as a means of developing a knowledge base for DCRT in this emerging technology.  DCRT knowledge and experience will be placed at the disposal of the future National Institutes of Health (NIH) Chief Information Officer for planning a secure Intranet and PKI  for NIH.

Because of the limited scope of this pilot, it is not practical to address many issues which will need to be explored in great detail in the near future.  Some of those issues are cross certification, certificate archiving, and key escrow.  Some issues will be touched upon at an elementary level, such as expiry and certificate revocation lists (CRL), in order to allow for the minimum implementation of the pilot.

This pilot is not to be considered a test of digital certificates created for the purpose of authorization.  The X.509 v.3 standard does not directly support the inclusion of role information within a certificate.  The issuance of levels of certificates is one method of indicating authorization.  In order to maintain the most flexibility, since authentication is not application specific, the pilot will focus on authentication and the application of digital signatures.

B. 
Definitions

In order to create a common reference point for terms, some definitions are supplied here.  Complete information on the contents of an X.509 v.3 certificate may be found in PKIX Part IV.

Public Key Infrastructure refers to the system for issuance, management and secure control of public key pairs which are used for trusted communications, either as encrypted documents or digital signatures.  It may also be used in support of single sign on requirements.

A Certificate Policy is a named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements.

A Certificate is a digitally signed data structure defined in the X.509 standard that binds the identity of a certificate holder to a public key.

The Certificate Practices Statement (CPS) is a document containing the detailed processes which a Certificate Authority employs to issue certificates.  It will contain or reference the Certificate Policy(s) of the organization.

C.
Security Policies

The PKI security policies of DCRT will reflect the general security policies of the National Institutes of Health.  In addition, the DCRT pilot policies will ensure that the key pair is unique to the employee, is capable of being verified as belonging to the employee, and is under the complete control of the employee.  The proposed Federal policies identify specific areas of concern: generation, dissemination and revocation of certificates, infrastructure integrity, records maintenance, authentication, and cross-certification.  In accordance with the limited nature of this pilot, generation, dissemination, revocation, infrastructure integrity, and authentication will be explored to an appropriate extent.  The overriding concern for the pilot is to create an atmosphere of security awareness for the generation, management and use of key pairs. 

II.
Community

A.
Users

NIH is an organization consisting of autonomous institutes, centers and divisions (ICDs).  These ICDs interact with each other and the Office of the Director, as well as members of other government agencies, educational and research institutions, private laboratories, and contractors.  DCRT, in support of the NIH, has contact across all intramural and extramural arms of NIH.  Because of the nature of the business of DCRT, all government service (GS) DCRT employees would be expected to be interfacing with some subset of NIH automated resources, therefore, all of these DCRT employees are candidates to receive a digital certificate.  Contractor personnel who perform the same or similar type functions would also be candidates.  Those employees, both contractor and government, who perform more of a support function, such as guards and maintenance personnel, will not receive a certificate.  (For the remainder of this document, all of the references to DCRT’s employees will exclude these types of employees.) 

B.
Servers/Applications

In addition to a server’s need to verify the identity of remote user, a server may also be considered an entity whose identity is in need of authentication and may therefore hold a certificate.  Applications may also require mutual authentication.  Initially, secure web sessions utilizing the Secure Sockets Layer (SSL) protocol will focus on server authentication and not the optional client authentication.  The use of an appropriate application and e-mail will be evaluated for inclusion in the PKI pilot.

III.
Issuance
A.  
Non-certificate holders

As there appears to be a significant segment of the community which has no need for digital certificates, certificates will not be issued to all who have acquired an official identify at DCRT.  Only personnel as defined above may have a digital certificate if they wish to apply.

B.
Requirements for Level 1

In order to receive a digital certificate, an individual must prove employment at NIH.  The possession of a NIH badge indicates that a certain level of identification was performed by the personnel and administrative offices to permit a NIH badge to be issued.  The ownership of a badge or other means may be used for proof of employment, such as personal knowledge or independent verification by the issuer.  A staff member who wishes a certificate must make a request to have a certificate and provide proof of employment at NIH.  

IV.
Classes
A.
Level 1

This level identifies the person as one who works at DCRT and it associates a unique name with the individual.  All personnel at DCRT may acquire a digital certificate at this level.

V.
Control and Management

A. Key security

Individuals will generate their own key pair in accordance with the accepted recommendation.  The mechanism for generation must be secure and it must be possible for the individual to protect his/her own private key.  Key recovery will not be supported in the pilot.  Sufficient effort and diligence must be exerted to prevent knowledge of private keys being shared or acquired as part of the validation of the pilot and PKI.

The same key pair may be used for digital signatures and encryption if the certificate holder so desires, even though this is not recommended procedure.  The issues surrounding escrow and archiving will not be addressed in this pilot.  (I’m not sure that this is the case.)

B.
Renewal

The suggested renewal period for digital certificates is one year from issue date.  The pilot will not extend that long.  The bridging from the “old” certificate to the renewed “new” certificate, should be uneventful: the certificate holder should be able to continue generating digital signatures (or encrypt) without interruption or undo effort on his/her part.  A staggered renewal will be artificially created for select individuals.

C.
Revocation 

A certificate will need to be revoked for one of two reasons: private key compromise or change in employment status.  If the certificate holder suspects that the private key has been compromised, it must be reported to the issuer as soon as possible.  A change in status may be defined as the result of an action which requires a change to the information in the certificate.

The revoked certificate will be noted on a certificate revocation list (CRL).  The CRL must be maintained by a central authority.  The form and format of that list will be as simple as possible and still provide the function of a CRL.   

VI.
Certificate Authority

A.  
Root

DCRT will be acting as its own Certificate Authority (CA).  This will simplify the process and will not impact the validity of the data gathered from the pilot if another method is used for a future project.

B.  
Responsibilities

The CA will generate a certificate, signed with its public key, for each individual who requests one, as specified above.  The CA will maintain an air of responsible security as well as an actual appropriate level of security over the information provided by the requestor.  No record will be maintained of the requestor’s private key.  Both the issuance and revocation of the digital certificates will be handled in a timely manner.  Sufficient instruction will be given to the certificate holder as to his/her responsibilities and options for use as to ensure that the security features for which the certificate was requested are capable of being attained by the certificate holder.
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