IBM Vault Registry

IBM Vault Registry is a digital certification solution that provides an integrated Registration Authority, Certificate Authority, and X.500 Directory combined with innovative vault technology to enable trusted e-business applications. It implements an enhanced trust model that reduces the risk of compromise to the integrity, authenticity, and information privacy of Web-based applications.

IBM Vault Registry saves customers the cost and reduces the complexity involved in building a security solution, ground up from piecemeal offerings, by providing an integrated solution for implementing and managing the registration and certification processes. The solution is scalable to meet customers' growing

needs and offers the flexibility to implement an organization's business requirements and policies. It is

designed to integrate with existing systems, ensuring current investment. The solution provides robust

security features and operations capability, and it is designed to efficiently support high-trust environments of multiple certificate authorities.

IBM Vault Registry is designed for a network-centric computing model where clients and servers can be disintermediated as found on the Internet and popularized by "the web".  In this computing model, server-based applications use standard protocols and data formats to communicate with clients and do not depend on having "matching" client functionality. The typical IBM Vault Registry client is a Web browser which

supports the storage and use of X509V3 digital certificates.

IBM has recently announced the availability of a reference implementation of the Internet Engineering Task Force (IETF) standards for public key infrastructure (PKIX). The IBM reference implementation is source code that implements a PKIX-compliant infrastructure consisting of a certificate

authority (CA) , registration authority (RA), end user clients and APIs as defined by the IETF draft PKIX standards. IBM's reference implementation is available free of charge and represents the first such implementation in the industry. It is designed to help develop and promote a common interoperable

standard for secure electronic commerce. Over time, a variety of IBM products including IBM Vault Registry will support this standard.
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  IBM VAULT REGISTRY CAPABILITY

Supports key separation.
Vault Registry supports full X.509v3 Certificate extension processing.  The IBM Vault Certificate Management System component can deliver  certificates with the KeyUsage flag and other extensions suitable for signing, encryption, S/MIME,  IPSEC, etc.  Client-side applications must be able to process these certificates and be able to check the criticality of the KeyUsage extension.

Supports key backup, archive, and recovery.
The IBM Vault Certificate Management System component currently utilizes Entrust Manager software to support key backup, archive, and recovery of encryption keys.  Copies of each Vault encryption key pair is made during the key issuance process and stored in a secure database.   The backup encryption keys are then archived at regular intervals following organization administrative policies.  However, we have no way to backup encryption keys generated at the client.   Clients utilizing IBM's CDSA-based KeyWorks toolkit would be able to recover client-side encryption keys.       

Supports local and central private key generation for signature and encryption keys respectively.
Vault Registry  can support both local  (for browsers and servers)  and central (for vault keys) private key generation  for signature and encryption keys respectively.   

Supports locally defined X.509v3 certificate extensions.
Vault Registry supports full X.509v3 Certificate extension processing.  Client-side applications must be able to process these extensions.

Supports CA Hierarchies (includes within own CA product).
IBM Vault Registry supports implied CA hierarchies through the use of cross-certification.

Supports interoperability and cross-certification with other vendor's certificate authorities
By embracing the IETF PKIX standards, IBM Vault Registry will support a common interoperable infrastructure. In the current release of the product, IBM Vault Registry supports interoperability and cross-certification with the same vendor CA's that the Entrust 3.0 CMS product supports.

Supports Certificate Revocation Lists (CRLs) and authority revocation lists (ARLs) generation.
The IBM Vault Certificate Management System component fully supports the generation and maintenance of CRLs (CRLv2) and ARLs.  

Supports use of CRLs and ARLs
Vault Registry extensively utilizes CRLs and ARLs during its processing. At the Vault Controller server, both CRLs and ARLs are supported while clients and remote agents support CRLs through the IBM Certificate Validator component. CRLs are posted immediately upon change of status.  

Supports LDAP directory for use as certificate repository and ARL, CRL distribution.
Vault Registry is integrated with IBM's highly scalable eNetwork X.500 Directory that stores X.509 certificates, CRLs, CA policies, and other information about registered users and servers.  An authorized user or software application can find a public key certificate for a particular person or server by searching the Directory for that person's or server's unique distinguished name (DN) or other relevant information.  Supports LDAP Version 2.0 and LDAP Version 3.0.

Supports certificate typing (Object Signing, SSL Client connections, CA user, digital signatures, encryption, SSL Servers).
IBM Vault Registry supports certificate typing through the key usage flag within the X509 V3 digital certificates that are issued. Enforcement of the usage flag is up to the application utilizing the certificate.

Supports security API standards in order to incorporate into locally developed programs (e.g. GSSAPI, CryptoAPI, CDSA).
IBM KeyWorks toolkit is a CDSA-based library that supports security API standards and can be incorporated into locally developed programs.  

Issued certificates can be used with CIT supported applications (e.g. mail clients (MS Outlook, Eudora, Netscape Communicator), browsers (MSIE, NS), etc.)
Vault Registry fully supports a variety of client-side and server-side certificate requests.  It supports client certificate requests for Microsoft Internet Explorer, Netscape Navigator, and Netscape Communicator.  It supports server certificate requests for Netscape Enterprise Server, IBM Internet Connection Secure Server,  Microsoft Internet Information Service, and from certificate requests using RFC 1424 Privacy Enhanced Mail.

Provides interoperability within own security solutions (e.g. between different platforms, etc.)
Vault Registry provides interoperability within its own security solution through the IBM Vault Certificate Validator and  the IBM Vault Agent components.  The Certificate Validator provides a means for client or server programs to validate a certificate at the time credentials are presented for the initiation of a business transaction.  The Vault Agent provides secure messaging between vaults and remote applications communicating vault processes. 

OCSP support when it becomes standardized.
IBM is committed to supporting industry standards as they become widely accepted.

Supports secure, distributed registration authorities.
Vault Registry is a digital certification solution which provides an

integrated Registration Authority, Certificate Authority, and X.500 Directory combined with innovative vault technology. The flexible Registration Application allows the creation of multiple registration authorities for each certificate authority. Alternatively, a single registration authority may support multiple certificate authorities. It also allows multiple domains per certificate authority.  Each domain may have a Master Registration Authority and multiple registration authorities.  The Master Registration Authority approves the registration authority for a given domain.  Registration authorities within a given domain can only administer users within their domain.  The registration authority functions may be executed remotely using web browsers for clients and utilize SSL V3 with client-side authentication for privacy and security.

Supports secure distributed certificate authority administration.
IBM does not recommend that Certificate Authority functions be remotely administered because of security reasons.  We ask that NIH please clarify this question at the 8/17/98 meeting.   

Supports Web interface for client interaction (requests, finding public certificates, etc.) with CIT supported applications.
Vault Registry fully supports WEB-based client interactions for requesting, renewing, and validating certificates.  

Supports automated certificate issuance.
Vault Registry supports automated certificate issuance through its automated RA processing functions which  supports both manual and automated requests for certificate issuance. An automated RA can be configured to handle high volume business needs or a manual review process can also be configured.

Vendor client-side software is available to CIT supported desktop platforms.  
The IBM Vault Certificate Validator component is comprised of a library of routines that client-side software can access in order to validate certificates.  It is supported on MS Windows NT and IBM AIX.  In addition, IBM offers the CDSA-based KeyWorks toolkit for client-side encryption, signing, and key recovery.  

Support of legacy systems and applications (e.g. OS/360)+
Vault Registry was designed to integrate into legacy environments.  It uses a series of programmatic policy exits  from either the Vault Agent or the Registration Application to interface with the legacy environment.   

Provides PKI transparency to user (e.g. user does not have to know encryption technology or terminology, renewal of keys, etc.)
Vault Registry was designed to support a variety of applications. Since IBM Vault Registry is a network-centric offering, the product does not

utilize proprietary client-side modules but relies on standard data formats and protocols for communication. The client applications determine the level of transparency provided to users.  If NIH desires to have PKI transparency to users, Vault Registry can support that functionality.

Supports multiple certificates per user (includes backup/archive/ recovery services)
Vault Registry allows the issuance of multiple certificates per user, as

long as each request has a unique distinguished name entry within the X.500directory.

Supports redundant/ failsafe services
Vault Registry technology enables robust operations of the system.  It monitors critical system components and attempts to restart all failed components.  In the event of system failures or other exceptional error conditions, it can deliver SNMP events to any system management console that supports SNMP.  Such events include:

· Component failures,

· Components failing to respond

· Inability to complete tasks or other error messages

To enhance recoverability and non-repudiation of transactions, Vault Registry maintains auditable logs of all registration and certificate processing.

Support requirement for a  NIH-wide directory that will be used, among other things, to support PKI.
Vault Registry is integrated with IBM's highly scalable eNetwork X.500 Directory that can be used to support other applications in addition to PKI.  IBM Vault Registry uses the X.500 Directory to store X.509 certificates, CRLs, CA policies, and other information about registered users and servers.  It also supports LDAP Version 2.0 and LDAP Version 3.0.

