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1. Introduction

The United States Department of Veterans Affairs (VA) is currently developing an architecture for a Public Key Infrastructure (PKI) to support VA applications such as secure e-mail, web access, code signing, and virtual private networking.  Concurrently with this PKI architecture, the VA is also developing an domain architecture for their migration from Microsoft Windows NT 4.0 to Microsoft Windows 2000.  The VA has tasked Microsoft Consulting Services to review the current VA PKI architecture and provide recommendations for integrating the Windows 2000 Certificate Services into this architecture.

The Windows 2000 Certificate Services is only part of the PKI services built into Microsoft applications and operating systems.  Upon reviewing the VA business requirements, Microsoft believes that the investment the VA has already made in Microsoft products, including Windows 2000, can be leveraged to fulfill all of the VA requirements.  Appendix A contains a reference to a Microsoft white paper that details all of the PKI components included in Windows 2000. 

2. Requirements Analysis

In preparation for this effort Microsoft was provided a set of requirements for the VA PKI.  Among these requirements were several design assumptions about the architecture of the VA PKI based upon other studies that had been done.  While the Windows 2000 PKI can function within these design constraints, Microsoft believes that some changes to these architectural assumptions would better serve the VA.

2.1. How many Certificate Authorities?

The guidance given to Microsoft was that the VA would like to have as few Certificate Authorities as possible.  However, such a centralized architecture makes it difficult to support all of the VA’s application needs and may actually offer less security than a more distributed architecture for several reasons.  While the Windows 2000 CA can support a variety of certificate profiles and support over a million users per CA, such an architecture is not recommended for the following reasons.

2.1.1. Distribution of enrollment tasks

A certificate is nothing more than a digitally signed document by a CA tying a particular entity to a specific public key.  Therefore, the validation of this binding by a trusted authority should be commensurate with the intended usage of the certificate.  The current VA Certificate Policy (CP) calls for a face-to-face registration to occur in which the enrollee presents a form of photo ID.   In order to make such a requirement feasible within a large and geographically disbursed agency, such as the VA, local entities must be designated as registration authorities (RAs).  In a typical centralized model these RAs are then given the ability to submit or approve certificate requests to the central CA.   They are bound by duty to only approve requests where the identity has been validated according to the Certification Practice Statement (CPS).  It is up to the software on the Registration Authority (RA) workstation to enforce that only an authorized RA is approving the request and only the auditing mechanism of the CA can determine which RA approved a particular certificate request.  This workstation needs to be closely guarded to ensure that system integrity is not compromised via a Trojan horse or some other method.  Should a software malfunction or compromise occur, the integrity of every certificate issued within the organization might be called into question.

Compare this to an architecture where, rather than each location having an RA that approves requests to central CA, each location has its own CA that is subordinate to a larger root.  In this architecture an RA can only approve requests submitted to its particular CA that is also collocated with its user community.  Like the RA workstation, the CA machine needs to be secure to ensure that system integrity is maintained.  The CA itself can become the RA workstation used to approve or deny requests.  However, unlike the centralized CA model, a system compromise would only affect the users of that particular CA.  Other users in the organization that have certificates issued by other CAs would continue to function normally.  While one would hope that such a compromise would not occur, cases already exist where production CA keys have either been compromised or lost.

When distributing the authority to approve certificate requests in an organization, the most important factor is that all RAs follow the appropriate set of policies, not whether or not the requests are all signed by the same CA key.  These policies are defined in a Certification Practice Statement (CPS
).  A CPS is a comprehensive published document that establishes a legal infrastructure and operating metrics for a Certification Authority.

2.1.2. Organization Autonomy

The use of a distributed CA model also gives local VA subsidiaries more control over the certificates they issue.  Changes in issuing techniques or certificate profiles can be made for a particular component CA provided they are approved in a manner consistent with the VA CPS.  This does not imply that all VA components must setup their own CA.  The VA PKI Program Office should designate a centrally managed CA for use by VA subsidiaries that do not wish to manage their own CA.

Another benefit of organizational CAs is the ability to evolve in a more natural “bottom-up” fashion.  Individual VA components can deploy CAs and issue certificates as standalone roots independent of other subsidiaries and the VA PKI Program Office.  As the larger VA PKI infrastructure is stood up they can request new certificates for their CAs to subordinate into the VA hierarchy.  This gives the VA components and users immediate exposure to public key technologies and is also consistent with the Federal PKI Bridge CA concept that also expects a “bottom-up” PKI architecture.  The most important aspect of this evolutionary approach is that VA subsidiary CAs follow sound practices in issuing certificates that are commensurate with the type of information they are protecting.  The current draft VA Certificate Policy should serve as such guidance.

2.1.3. Securing the root

In an architecture where there are many distributed CAs there will also be layers within the architecture where a CA exists only to sign certificates for subordinate CAs that in turn will issue end entity certificates.  These root, or sub-root, CAs should be made especially secure to insure that an attack cannot compromise multiple CAs by compromising the parent.  One method to secure the root is to take the machine off line except when necessary to issue certificates.  The root CAs only need to be brought online to generate a new CA certificate, revoke a CA certificate, or publish a periodic CRL.

2.1.4. More granular trust

The use of a distributed CA model also allows VA components to establish trust with external PKIs without affecting the entire organization.  For instance, any subordinate CA within the enterprise could cross-certify with, subordinate to, or subordinate a CA from outside of the VA.  This could provide a cryptologically valid path for users to validate certificates issued by the external CA or for external CAs to validate certificates issued by the VA subordinate CA.  The creation of such a trust path would not imply access to VA resources by the external CA, only that outside certificates could be validated and used by VA components. The CPS of any the external CAs should be reviewed prior to establishing such relationships.

2.2. How many certificates per user?

The architectural guidance provided by the VA states that the VA would prefer to issue a single certificate per user to support all VA PKI enabled applications.  Microsoft believes that an approach in which users have many certificates, each tailored to a specific usage, offers several advantages.

2.2.1. Key escrow and non-repudiation

It is virtually impossible to have a robust PKI in which the same key pair, and hence certificate, is used for key exchange and digital signature operations.  In order to provide for the recovery of data encrypted with the key-pair many applications require that a trusted third party keep a copy of the private key itself
.  One of the key features of digital signatures is support for non-repudiation; preventing an individual from denying involvement in a legitimate transaction.  To support this, the private key which is used to create digital signatures much be kept under the exclusive control of the end user at all times.  The fact that someone other than the certificate subject has a copy of the private key makes it impossible to provide legal non-repudiation on signatures performed using the same key pair.

2.2.2. Support for multiple algorithms

While the RSA public key algorithm is the most common PK algorithm in use it is not the only choice for the VA.  Other algorithms such as DSA, Diffie-Hellman, and Elliptic Curve DSA are all being deployed in increasing numbers.  In addition, even within the RSA public key algorithm family there are two different versions of the algorithm that are not compatible – the RSA PKCS#1 and ANSI X9.31.  Each of these algorithms requires a different key pair and hence a different certificate for the user.  Therefore, any user that needs to use multiple algorithms will also have multiple certificates.

2.2.3. Reduced exposure to key compromise

If the VA were to use different certificates and key pairs for different applications the impact of a user’s private key being compromised is greatly reduced.  For instance, if the same key-pair is used to provide data confidentiality in all applications an attacker that is able to obtain that private key will have access to all of the user’s encrypted data.  In addition, if the attacker obtains the user’s private key without the user’s knowledge then the attacker could continue to decrypt all of the user’s data.  The use of a different key pair for encrypted file data as opposed to encrypted e-mail would limit the attackers access to a single source of data.

The same circumstances hold for signing key pairs.  If the user has the same key pair for signing e-mail as for signing legal contracts, a compromise of the key would affect both operations.  In addition to a greater impact, using the same keys for operations of different assurance levels increases the likelihood that the key could be compromised.  Assume that the user’s key pair is stored on some sort of hardware token.  If the user uses the same token for signing e-mail, legal contracts, and other documents, chances are high that the token will be active at all times while the user is logged on, as most users are sending and receiving e-mail throughout the day.  A malicious program on that user’s workstation may be able to use that same smart card to sign a false legal document without the user’s knowledge.  Another possibility is that the user may inadvertently sign a document out of habit.  Forcing the user to insert a special card, or chose a specific certificate, will help ensure that the user is cognizant of their actions and the legal consequences.  In addition, a token used for legally binding actions might be kept locked in a safe at night, while the token used for normal e-mail might be taken home with the user.

2.2.4. Application specific requirements

Several extensions already exist with X.509v3 to limit the usage of a certificate to just specific applications.  Extensions such as EnhancedKeyUsage allow the CA to stipulate which applications should use a particular certificate.  Other applications may need to have different name forms for the user or additional information in the certificate that may not be desirable in a certificate used by other applications.

For example, a digital certificate used for signing e-mail must contain the subject’s SMTP address in either the SubjectAltName or as part of the X.500 Distinguished Name
.  However, in organizations where individuals move frequently and their e-mail address may change, the inclusion of this information in the certificate means that the certificate may not be suited for long term requirements such as user logon.

In addition, providing for applications that issue their own certificates allows application administrators greater flexibility and reduces exposure to the risks presented above, such as key compromise.

2.2.5. Managing many certificates

In order for a user to hold multiple certificates applications and the PKI itself must be designed to permit it.  First, the storage locations such as the directories within the enterprise must support multi-valued attributes.  This is supported by the Windows 2000 Active Directory and will be discussed further in the section 7.  Second, applications need to be able to assist in the decision as to which certificate to choose so that the user isn’t forced to always choose from all available certificates.

Fortunately many of these mechanisms are already in place.  The SSL protocol is by far the most widely used protocol to provide mutual certificate based authentication in online environments.  During the session setup the server sends the client a list of the CAs that it trusts to issue client authentication certificates.  When the Internet Explorer browser is used, the browser will automatically filter out user certificates that are issued by CAs that are not trusted by the web server.  In addition, the browser will also filter out certificates that contain the EnhancedKeyUsage extension if the client authentication usage bit is not set.  In most web authentication scenarios this will limit the certificates available to the user to a single one.

Microsoft Outlook will also filter certificates when the user needs to be prompted.  Outlook will automatically filter out certificates that contain the EnhancedKeyUsage extension if the e-mail protection bit is not set.  In addition, where Outlook provides the ability to choose a different signing and encryption certificate it will also filter for the appropriate value in the KeyUsage extension.  Lastly, the user can configure multiple certificate profiles within the Outlook client.  These profiles each consist of a signing certificate, encryption certificate, and algorithm choices.  When composing a new message, the user can choose the particular security profile they wish to use from the message properties dialog.

Finally, consider the scenario for code signing.  In the code signing environment the certificate used to sign content will likely be an organizational certificate stored on a hardware token and available to a select few trusted individuals.  It should be physically secure and only removed from storage to sign new content.

2.3. Use of Policy OIDs

The current VA Certificate Profile and Certificate Policy include the use of a VA Policy Object Identifier in all VA certificates.  However, it is unclear at this time what the usage scenario is for a certificate containing a policy OID.  The implied meaning is that the inclusion of the policy OID means that a CA follows a given set of issuing policies and therefore its certificates are valid for authentication to VA systems.  However, any CA can assert a particular policy OID without the knowledge or approval of the VA.  Therefore, relying on this policy OID to make authorization decisions appears risky at this time.  Furthermore, simply because an entity is authenticated to the system it does not imply a given set of accesses.  Determining access control based on certificates is currently a product specific function.  In the case of Windows 2000, certificates used for authentication are mapped back to user objects in the Active Directory, either directly or based upon rules, and it is these user accounts that determine access to data.  Due to the ambiguities in the usage of policy OIDs, Microsoft products do not currently support their use.

3. User Enrollment

The current draft of the VA Certificate Policy states that users must physically present themselves and a photo ID to a designated RA in order to receive a digital certificate.  In comparison, the current VA policy for identifying a user’s identity prior to giving them a system logon password is not well defined and varies greatly among VA sites.  In many respects the userid/password combination and digital certificate provide the same service, they both identify the user to the system or to others.  It is this authentication that is later used by the system to determine authorization to resources or authenticate the origin of a signed document.  The principle difference between these methods is only in the strength of the underlying cryptography and susceptibility to attack (both through technical and psychological means.)

Therefore Microsoft recommends that the VA work to reconcile these two policies immediately.  If there is any doubt that a user’s identity may have been compromised then the identity should be confirmed and a new password issued.

4. Recommended CA Configurations

Microsoft recommends that the VA deploy the following five different types of CA each designed to meet a specific set of requirements.  The first three CA types can be combined on a single CA machine if necessary.  The number and placement of each type of CA will be outlined in section 5.

4.1. General VA User CA

This CA will issue certificates to internal VA users for access to VA applications using the client authentication features of the SSL protocol.  This includes the use of web browsers as well as SSL enabled applications such as Microsoft NetMeeting 3.0.  The issuing CA will be configured as a Windows 2000 Enterprise CA so that it can utilize the Active Directory to automate user enrollment and management.  Authorized users can submit certificate requests to this CA at any time.  Validation of the user’s logon credentials by the CA will be sufficient validation of the user’s identity and a certificate will be issued immediately upon successful authentication.

Authorization to submit certificate requests to this CA can be performed in two ways, at the CA and at the template level.  Microsoft recommends that if the CA machine will only issue General VA User certificates, in other words it is not a hybrid including another CA type, that authorization be controlled by granting a designated user group the Enroll permission on the CA object in the Active Directory.  If the CA machine is a hybrid, then granting only specific user groups the ability to request the template types listed below can also be used to control authorization.  Note that restricting access to a particular template type will restrict users at any Enterprise CA in the domain.

Using the CA policy settings this CA should be configured to only issue the following certificate template types:

· Authenticated session – this certificate can be used to authenticate the user to applications, such as with SSL client authentication.

· Basic EFS – Used to protect user file data.

The default Windows 2000 configuration is that all Domain Users can request these types of certificates from any CA within their domain.  Note that the generic User certificate was not chosen because it includes the EnhancedKeyUsage extension for secure e-mail.  Microsoft recommends that the VA use certificates issued by the Exchange policy module for secure e-mail (see Section 4.4).

It is anticipated that there will be many CAs of this type and that users will have multiple certificates issued by this class of CA in order to satisfy different organizational or application requirements.  The level of assurance provided by a certificate issued by a CA of this type will intentionally vary depending on the strength of the user’s logon credentials (also controlled by VA policy) and security measures deployed to protect the CA.  Extremely high assurance applications should look to use the Smart Card Enrollment CA configuration.

This CA type can coexist on the same machine as the VA Machine CA and Smart Card Enrollment CA.

4.2. VA Machine CA

This CA type processes automated certificate requests from VA workstations and servers for machine certificates, such as for SSL or IPSec.  The issuing CA will be configured as a Windows 2000 Enterprise CA so that it can utilize the Active Directory to automate machine enrollment and management.  Machines configured via Group Policy to automatically request certificates can submit certificate requests to this CA at any time.  Validation of the machine by the CA will be done using the machine’s Kerberos credentials in the Active Directory and a certificate will be issued immediately upon successful authentication.  Machines configured to perform automatic enrollment will also automatically renew their certificates when they are 2 weeks from expiring.

Using the CA policy settings this CA should be configured to only issue the following certificate template types:

· IPSec – Used to establish secure network communications between machines using IP Security.  Windows 2000 machines will automatically request and receive this certificate once enabled through Group Policy.  Microsoft will also be providing a tool in the Windows 2000 Resource Kit to enable automatic requests from CISCO routers using the CEP protocol.

· Computer – Used to authenticate computers using other protocols such as SSL.

· Domain Controller – Same as the Computer template but only Domain Controllers are granted access to enroll for these certificates.  This certificate is used to secure replication data between Domain Controllers. 

· IPSec (offline request)
 – This template is the same as the IPSec template, only the method of submission is different.  The default behavior is that only a Domain Administrator can submit a request of this type using the PKCS#10 web submission form.  The Domain Admin must first generate the IPSec certificate request on the machine and then paste it into the form where it is automatically approved.

Microsoft recommends that the VA enable automatic certificate requests for all VA workstations and servers to enable them to utilize IPSec for network encryption and end-to-end machine authentication.  When configuring the automatic enrollment policy for a domain the administrator will chose one or more CAs that machines will submit requests to.  The machines will walk down the list of CAs until a certificate is successfully generated.

This CA type can coexist on the same machine as the General VA User CA and Smart Card Enrollment CA.

4.3. Smart Card Enrollment CA

This type of CA will be used to issue certificates for users with hardware tokens.  Since storage of the users private key on a hardware token provides a very high level of security, it is appropriate for the issuing CA to also employ hardware tokens.  The issuing CA will be configured as a Windows 2000 Enterprise CA so that it can utilize the Active Directory to assist in the enrollment process.  However, unlike the other Enterprise CA types a new face-to-face validation will be performed prior to the user receiving a certificate.  

A designated Enrollment Agent (EA) will perform enrollment using the “Enroll on behalf of” wizard.  This is a web based form (described in further detail in Appendix A) which requires that the EA also have a special Enrollment Agent certificate that should be stored on a smart card.  The EA workstation should be physically secured and reserved for exclusive use of designated Enrollment Agents.  

The designated EA should be of unquestionable loyalty and trusted by the domain for which he or she is an EA.  Upon receiving a request for a smart card the EA can select the subject of the request from the Active Directory and the appropriate template type.  The EA then uses his or her own smart card containing the Enrollment Agent certificate to sign the request and submit it to the CA.  Upon validating the request the CA will pull the appropriate information about the certificate subject from the Active Directory and generate the certificate.  The resulting smart card containing the certificate and private key can then be given to the subject after a photo ID is presented to the EA.

Using the CA policy settings this CA should be configured to only issue the following certificate template types:

· Smart Card Logon – Used for client authentication to the Windows 2000 domain using PKINIT and Kerberos.  Can also be used for SSL or other client authentication protocols.  The KeyUsage extension also permits the use of this certificate for perform digital signature operations.

· Enrollment Agent – Used to submit certificate requests to the CA using the “Enroll on behalf of” wizard.  By default this certificate type can only be requested by Domain Administrators or Enterprise Administrators.

· Code Signing – Used to digitally sign executable content such as Java applets, ActiveX controls, and software distribution packages.

· EFS Recovery Agent – This certificate is used to encrypt data such that the designated EFS Recovery Agent can decrypt it.  Due to the current architecture of the Windows 2000 Encrypting File System this certificate must be generated using one of the built-in RSA CSPs and cannot reside on a smart card.  The inclusion of this template in the Smart Card CA is simply to ensure that a strong binding is performed prior to issuing an EFS Recovery Agent certificate.

Currently it is cost prohibitive to place smart cards and readers on every user desktop within the VA.  However, the use of smart cards for specific applications and user types can greatly increase the security within the VA.  Microsoft recommends that the VA initially deploy smart cards for the following purposes.  As it becomes more cost effective the VA can deploy smart cards to its general user community to replace passwords for user authentication.

· Administrators or privileged user accounts for authentication to the Windows 2000 domain.  These accounts should have password authentication disabled to ensure that they use their smart card credentials exclusively.

· Contracts Officers or other VA personnel that will digitally sign legal contracts.

· Smart Card Enrollment Agents.

· Designated officials that review and sign executable content for dissemination within the VA or to the public.

This CA type can coexist on the same machine as the General VA User CA and VA Machine CA but the higher security measures for the Smart Card Enrollment CA should be used to secure the CA.

4.4. Exchange S/MIME User CA

Microsoft Exchange 5.5 with Service Pack 1 or higher applied has the ability to integrate with Microsoft Certificate Server to issue digital certificates to users so that they can exchange S/MIMEv2 compliant secure e-mail.  In order to tightly integrate the certificate enrollment process and key recovery into the messaging environment certain restrictions exist on the certificate format.  To format the certificates in the desired manner a separate CA policy module is used.  The use of this policy module converts the Windows 2000 CA from either an Enterprise or Standalone CA into a dedicated Exchange S/MIME CA.

Using the Exchange specific policy module enforces the following restrictions on user certificates:

· The user DN has the following format: CN=mailbox name, CN=<Users Recipients Container>, OU=Exchange Site Name, O=Exchange Organization Name.  This is so that the client can locate its appropriate Key Management Server (KMS) in the Exchange Global Address List (GAL).

· The AltIssuerName extension is set to the name of the KMS.  This to is to aid in key recovery.

· The SubjectAltName.RFC822Name extension is set to the SMTP address of the subject.  This is to comply with the latest drafts of the S/MIMEv2 specification.

By using the provided Exchange integration, a designated Exchange “Advanced Security” administrator can chose to enroll a user for a certificate from the Exchange administrative console.  Note that this is a separate administrative role from the Exchange administrator and must be explicitly granted.  The Advanced Security administrator has a separate password and login from his or her other system accounts.  The system can also be configured to require the concurrence of several Advanced Security administrators to perform specific actions such as enrollment, revocation, or key recovery.

Upon enrolling a user in Advanced Security a one time token consisting of a 14 character text string is generated by the KMS.  This token is displayed to the KMS admin and can optionally be automatically e-mailed to the user.  Another option is to select an entire recipients container within the Exchange directory to bulk enroll and generate a CSV file containing each users name and one time token.

The one time token must be securely distributed to the user.  One method for securely distributing the token is via an authenticated internal web site.  The VA can establish SSL protected web pages that authenticate all users, either using their logon credentials or a digital certificate.  Internet Information Server can then map these credentials back to the appropriate Windows 2000 account and determine their mailbox name.  A script on the web page then uses this information to locate and display the user’s one time token (OTP).

Once the user obtains the one time token they need only enter it in the Outlook
 client to begin the enrollment process.  The following steps then occur automatically:

· The client generates a signing key pair using the Microsoft CryptoAPI and sends the signing public key encrypted with the OTP to the KMS mailbox via e-mail.  Note that the signing private key does not leave the users control.

· The KMS generates an encryption key pair for the user.

· This encryption key pair is stored in an encrypted database on the KMS.

· The KMS submits a PKCS#10 certificate request for the user to the CA containing the user’s information from the GAL and the provided signing public key.

· The KMS retrieves the user’s signing certificate. 

· The KMS submits a PKCS#10 certificate request for the user to the CA containing the user’s information from the GAL and the provided encryption public key.

· The KMS retrieves the user’s encryption certificate.

· The two new certificates, encryption private key, and CA certificate are all encrypted with the OTP and mailed back to the user.

At the completion of these steps the user receives an encrypted e-mail from the KMS.  Opening the e-mail runs a script that automatically installs the new certificates and private encryption key into the client and configures the client to use the appropriate certificate for secure e-mail.  This script also automatically publishes the user’s certificates into the GAL in a manner consistent with the S/MIMEv2 specification.

Optionally, the VA could choose to issue secure e-mail certificates from one of the other CA types listed above.  However, doing so poses several integration issues (listed below) and is not recommended since the VA is already standardized on Microsoft Exchange.

· Configuration of the Outlook client to use the new certificates

· Key escrow.

· Publishing certificate to the directory.

4.5. Outside User CA

In addition to certificates for the VA user community, the VA may wish to issue certificates to outside users.  This is often more desirable than establishing trust with an outside CA.  While a Windows 2000 Enterprise CA uses Windows 2000 Active Directory accounts to authenticate users and automate the enrollment process, a Windows 2000 Standalone CA does not integrate as closely with the Active Directory and is better suited to certificate requests from outside of the VA.  By default, anyone can submit a certificate request to a standalone CA by connecting to the web based enrollment form.  The user can enter identifying information into the web form and chose from the generic certificate types “Web Browser certificate” or “E-mail Protection certificate.”  Alternatively, an advanced form allows the requestor to specify certain extensions such as KeyUsage and EnhancedKeyUsage.  The web form enrollment is compatible with both the Internet Explorer and Netscape Navigator browsers.

Once the request is submitted, it is automatically queued at the CA pending administrator approval.  Once the requestor’s identity and submitted information has been confirmed according to the CA’s CPS, the request can be approved or denied by the CA administrator or a designated agent.

Users can check on the status of their certificate request by accessing the CA web site and retrieve their certificate if the request has been granted.  Note that the information regarding which requests a client has submitted to the CA is stored in a cookie on client.  The user will not be able to check on their request if they have deleted the cookie or chosen not to accept cookies.  That is unless the user knows the particular request ID they are interested in, but this information in not normally provided during the request process.

5. Certificate Authority Architecture

5.1. Centralized CA Architecture

Should the VA maintain the requirement to deploy as few CAs as possible it is possible to support the VA user community with two CAs, one Windows 2000 Enterprise CA and one Windows 2000 Exchange CA.  The CA types described above as General VA User CA, VA Machine CA, and Smart Card Enrollment CA can be combined on to a single secure CA machine.  A second CA will be required to support the issuance of certificate for Microsoft Exchange due to the different policy module required by the Exchange KMS.  

Additionally, the VA may chose to deploy a third CA of the Outside User CA type to issue certificates to non-VA users.  The Enterprise CA could also handle this function if the VA wishes to give these users accounts in the Active Directory.  The user’s identity could be verified when they are given the account credentials and the user could request a certificate from the CA web page by using any browser that supports NTLM or Basic over SSL authentication.  Should the VA choose this approach Microsoft recommends that any account created for this purpose be removed from membership in the Domain Users group.  A separate group should be created for outside certificate requestor accounts and the group granted Enroll permission to the VA CA.

The VA centralized CAs should be structured into a hierarchy where the Exchange User CA and Outside User CA (if deployed) are subordinate to the Enterprise CA.  Optionally, the VA could chose to deploy an additional CA solely to serve as the root so that it may be taken offline for greater protection.  Section 5.3 will discuss tying this root into the Federal PKI Bridge CA.
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Figure 1 - VA PKI Centralized CA Architecture

5.2. Recommended CA Architecture

For the reasons stated in the Requirements Analysis section of this document Microsoft favors a more distributed CA architecture.  Because this architecture is designed to be more flexible Microsoft cannot specifically name all CAs that the VA may chose to deploy.  Instead, this section will specify the top layers of the CA hierarchy and provide suggestions for other possible CA locations.

The VA CA hierarchy should terminate in a VA root CA with a self-signed certificate.  This CA should be a Windows 2000 Enterprise CA
 configured solely to issue Subordinate CA certificates.  The VA Root CA should use a smart card CSP to store its key pair and should be offline except when signing a subordinate CA request or to generate a CRL.  The VA Root CA can be tied into the Federal PKI Bridge CA as discussed in Section 5.3.1 or distributed directly to users as a self-signed certificate.

Because the VA Root CA certificate is self-signed it is not independently verifiable and therefore must be distributed to users in a secure fashion.  Microsoft offers the capability to perform this secure distribution through the Windows 2000 Group Policy Objects (GPO).  With GPO, a designated Domain Admin can place the VA Root Certificate into the Enterprise Trust container and the Root CA cert will automatically be distributed securely to all Windows 2000 clients within the Enterprise.  Note that an Enterprise Root CA’s certificate is automatically placed in GPO when it is installed.

While designing this PKI architecture Microsoft is relying heavily on the concurrent project to develop a Windows 2000 domain architecture.  Microsoft is assuming that where a particular VA component feels it needs its own Windows 2000 domain to provide organizational autonomy and control it will also want control over certificate issuance to its users and machines.

Beneath the VA Root CA the VA may elect to establish an Outside User CA.  It is unclear at this time whether or not this is a requirement and therefore it is left as an option.  Also, if the outside user community to be served by such a CA is specific to a particular VA component then that component may wish to establish an Outside User CA subordinate to their own component’s domain CA.

Beneath the VA Root CA there will be 4 Principal Certificate Authorities (PCA) corresponding to the 4 first tier Windows 2000 domains currently proposed as VHA, VBA, CEM, and DVA.  The first three are based on the VA organizational structure and DVA is a general container for all the VACO and other groups who do not fit into one of the larger components.

Since both the PCA and the Smart Card User CA share the same requirements for machine security each PCA will also serve as the Smart Card User CA for the corresponding Windows 2000 domain.  Subordinate to the PCA will exist another CA to serve as both the General VA User CA and the VA Machine CA.  These two roles may be further divided onto separate machines that are subordinate to the PCA if desired by a VA component.  Subordinate to each PCA will also exist an Exchange CA dedicated to issuing Exchange S/MIME certificates to users within the corresponding CIOFO site.

Each tier-2 domain may also elect to establish a similar infrastructure to that provided by its teir-1 domain.  We will refer to the CA subordinate to the PCA and designed to serve a particular tier-2 domain as simply a Domain CA.  Like the PCA, the Domain CA will also serve as the Smart Card User CA and can have a subordinate CA serve as both the General VA User CA and the VA Machine CA.  

To support the Microsoft Exchange infrastructure, another Exchange CA will exist subordinate to each VISN Domain CA.  This Exchange CA will serve all Exchange users at that hub site as well as all field sites that report to the hub.  If a VISN desires they may elect not to establish their own Exchange CA and instead use the VHA Exchange CA.  Each Exchange CA in the VA PKI will also have an Exchange Key Management Server (KMS) corresponding to it in the site.  The Exchange KMS may be included as an additional service on an existing Exchange server, or may exist as a separate Exchange server.  The KMS will perform all of the key escrow and user management services described in the section on Exchange CAs.
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Figure 2 - VA PKI Distributed CA Architecture

5.3. Cross-Certification and Certificate Chain Building

For a distributed CA architecture to succeed client applications must be able to build certificate chains from a certificate they are attempting to validate back to a trusted root CA.  This chain building logic is a core feature of the Microsoft Crypto API (CAPI) that is included as a base part of all current Microsoft operating systems.  All Microsoft applications and many third-party applications use CAPI for their certificate management functions.  Given the VA’s large investment in Microsoft products, CAPI is the chain building algorithm we will describe here.  Other applications that do not use the Microsoft Crypto API may perform chain building differently. 

The CAPI logic first checks the local CAPI certificate stores to see if the required certificates are present to build a certificate chain from the end-entity to a trusted root  These local stores can be populated by the user, a machine administrator, or can be pushed down to all clients within a Windows 2000 domain using the built in policy mechanisms.  It performs this check by comparing the value of the AuthorityKeyIdentifier extension in the subject certificate to the value of the SubjectKeyIdentifier extension in each prospective issuer certificate.  If the subject certificate does not contain the AuthorityKeyIdentifier extension then chaining is attempted by comparing the IssuerName field in the subject certificate to the SubjectName field in each prospective parent.

If the client cannot locate the required certificates in the CAPI stores then it will check to see if the certificate includes the AuthorityInfoAccess (AIA) extension defined in RFC 2459.  This extension is defined as a URL of type HTTP, LDAP, or FILE that points to the location of the certificate issuer’s certificate.  If this extension is present, the client will attempt to pull down the parent certificate using the Internet Explorer WinInet API.  This certificate is then stored in the Internet Explorer browser cache for future use.

5.3.1. Bridge CA Interoperability

The Federal PKI Bridge CA (BCA) architecture relies on a different CA trust model to tie independent CA infrastructures together without forcing all parties to trust a common root CA.  Each organization has a Principle CA (PCA), in our case the VA root CA, that would cross-certify with the BCA.  Since cross-certification is nothing more than each CA issuing a certificate to the other CA, the Windows 2000 CA can generate the certificates needed to cross-certify with the BCA simply by issuing a certificate for the BCA as well as requesting a certificate for itself from the BCA.

While the BCA approach offers the advantage of eliminating debate over who will “own the root” it does pose new challenges to the application building certificate chains in this environment.  As described in section 5.3, the way the Microsoft CAPI applications locate certificates to build chains from is through their local certificate stores, root CAs pushed down from Active Directory, and the AuthorityInfoAccess extension.  Unfortunately, these methods do not work well in the Bridge CA architecture since the BCA expects all clients to look in a directory to build certificate chains.  Microsoft is currently reviewing the Bridge CA architecture in order to determine the best way to support it in future product releases. 

For the currently shipping Microsoft CryptoAPI to support the Bridge CA two options exist.  The first is to write an application that would run on the workstation and periodically query the Bridge CA border directory for new cross-certificates.  Upon finding new cross-certificates this application would populate the local CAPI certificate stores with those cross-certificates.  This functionality may also be included in a future release of Windows.

The second option is to install each PCA that has cross-certified with the BCA as a trusted root in the Windows 2000 domain group policy.  This would distribute all of these certificates securely to the client machines but also would effectively obviate the need for the BCA.  To make this process easier to manage an application could be written that would run on the Windows 2000 domain controller and pull new certificates into the domain group policy automatically.

6. Certificate Revocation

The default Windows 2000 CA configuration is to publish a Certificate Revocation List once a week.  This value is configurable via the CA management console and Microsoft recommends that the default value be used in agreement with version 2.0 of the VA Certificate Policy.  The location for publishing CRLs will be covered in section 7.

The Windows 2000 CA and Microsoft CAPI clients do not currently support segmented CRLs as specified in the VA Certificate Policy.  In a distributed CA environment such as that proposed there is no need for segmented CRLs as the user population per CA is relatively small.  Microsoft testing has found that even in large user populations CRLs do not become extremely large in most circumstances.  For instance, in an environment where a CA is supporting a million users with a relatively high 20% revocation rate, the average size of the CRL is only around 500K.  While a client at the end of a dial-up link may find this size obtrusive, this is designed to illustrate the high-end of the spectrum.

When Microsoft Outlook is used with a Microsoft Exchange server in “Corporate or Workgroup Mode” it has its own mechanism for obtaining revocation information on other Exchange users.  Each KMS within the Exchange organization will request a fresh CRL every 24 hours from the Microsoft CA that it is configured to submit requests to.  This information is then published in to the Exchange Global Address List for Outlook clients to use.  CRLs from non-Microsoft CAs can also be manually published into the GAL by using the Exchange administrative console.  

The Outlook clients connected to the Exchange server can then use this information to check for certificate revocation when sending secure e-mail.  Outlook user’s configured to work offline can also download this information as a part of the Exchange Offline Address Book – provided they select the option to download full details.

While the Outlook client implements this revocation checking, the Microsoft Crypto API also provides for revocation checking as a part of all current Microsoft operating systems.  The CAPI revocation checking mechanism works with any Crypto API application and can also be used by Outlook in conjunction with its built-in revocation checking
.  CAPI CRL checking works using the cRLDistributionPoint extension (CDP) also defined in RFC2459.  This is another extension that provides an HTTP, LDAP, or FILE URL pointing to the X.509v2 revocation list that would contain the certificate if revoked.  Like the AuthorityInfoAccess extension, Microsoft CAPI clients will first look
 for a revocation list in the local CAPI stores.  If one is not found then the client will look for the CDP and retrieve the CRL using the Internet Explorer WinInet API.  The downloaded CRL will then be cached in the local browser cache until it ages out of the cache or the “Not After” date in the CRL has elapsed.  Note that this implies that even if a CA publishes a new CRL the client will not retrieve that CRL unless either they do not have one in their cache or the one in the cache has expired.

7. Directory Integration

By itself a PKI does not require a directory to function.  Services such as retrieving revocation information and CA certificates can be accomplished using URLs, such as with the AuthorityInfoAccess and CRLDistributionPoint extensions, rather then through an interconnected directory service.  The use of URLs allow consumers of the PKI to retrieve the information needed to validate certificates from directories that may not know about one another or using other protocols such as HTTP or FTP.  The use of the HTTP protocol to retrieve CA certificates and CRLs is particularly attractive because HTTP requests can function through firewall or proxy servers and can even be cached by the proxy server to reduce network traffic and improve client response time.

While the PKI itself does not require this directory infrastructure some of the applications that consume PKI do.  Applications such as e-mail typically use a directory already to locate user address information.  By adding PKI in the form of secure e-mail the client will also need to retrieve encryption certificates from the directory.  On the other hand, applications that only use the PKI for authentication of digital signature operations do not require a directory since the credentials are usually presented as part of the message or authentication protocol.

Even though the Windows 2000 CA does not require a directory, when configured as an Enterprise CA it will leverage the Windows 2000 Active Directory to publish certificate information as well as provide management capabilities.  A Windows 2000 CA by default will publish all issued certificates to the userCertificate attribute on the corresponding user object in the Active Directory.  Since userCertificate is a multi-valued attribute additional certificates issued to the user will also be placed on same attribute without overwriting existing certificates. 

However, the information published to the userCertificate attribute is insufficient for e-mail.  The S/MIME protocol used for secure messaging needs to be able to secure a recipients encryption capabilities in the directory.  When a client retrieves the certificate of an intended recipient from a directory it can validate that the certificate has not been altered by checking its signature.  Likewise, the sender needs to determine which symmetric encryption algorithms the intended recipient supports and this information too must be obtained securely from the directory.  If the information is not secured then an attacker could strip off all algorithms supported by the recipient except for the easiest to break (typically 40-bit DES) as the information is passed from the directory to the sender.  The S/MIME specification addresses this risk by specifying that a PKCS#7 message, signed by the certificate subject, be placed in the attribute userSMIMECertificate.  This PKCS#7 should contain the user’s certificate as well as supported encryption algorithms.  The Active Directory schema supports this attribute, but it is up to the mail client to populate the contents since only the mail client has the corresponding signing key.  The Outlook client currently populates this attribute in the Exchange GAL and the VA can use the Active Directory Connector to replicate this information into the Active Directory.

Windows 2000 Enterprise CAs will automatically publish their CRLs to the Active Directory on the corresponding CA object in the directory, as well as to the IIS web server running on the CA.  The CA can also be configured via the MMC management interface to publish its CRL to other directories by specifying the LDAP URL.  In addition to CRLs, the CA also publishes information on which certificate templates it is configured to issue to its object in the Active Directory.  The enrollment tools use this information to help the user choose the best CA to request a particular certificate from.  

The VA would also like to publish some certificate information to the Internet so that non-VA users can send secure e-mail to VA users.  Microsoft recommends that the VA host a partial replica of the Active directory with the name, e-mail address, userCertificate, and userSMIMECertificate of users that require the capability to receive encrypted e-mail from the Internet on a server accessible from the Internet.  The configuration of this server is left to the larger VA Windows 2000 architecture.

8. CA Security

Not every Certificate Authority must be secured with the highest measures to prevent key compromise or certificate fraud.  While this is ideal for any server, a more reasonable approach is for the level of security placed on a CA to be commensurate with the types of operations performed by its relying parties.  For instance, the CA used to issue certificates to sign legal contracts requires greater security than a CA that issues certificates for securing day-to-day internal e-mails. 

It is also important to recognize that the CA is not alone in its need for strong security.  Other servers within the VA should be secured to comparable levels if the intent is to raise the assurance level of the overall network.  For instance, file servers that contain sensitive data need higher security than servers with less sensitive data.  The Kerberos Key Distribution Center (KDC) contains a copy of every user’s password in the domain
 and therefore must also be very secure.  In locations where server consolidation is a concern, a means to achieve both objectives is to consolidate services with like security postures on the same machine.  For example, in smaller sites that still want their own CA the VA can place the CA and KDC functions on the same machine since both require strong security. 

Security configuration of all VA servers should be managed via the Windows 2000 Security Configuration Manager.  This will enable consistent configurations across the VA for machines performing similar tasks.  The Windows 2000 Security Configuration Tool Set allows the VA to configure security for a Windows 2000 based system and perform periodic analysis of the system to ensure that the configuration remains intact or to make necessary changes over time.  It is also integrated with Windows Administration Change and Configuration Management to automatically configure policy on a large number of systems in the enterprise.  All VA CAs should be secured using the “HISECDC” SCM template.  Furthermore, all VA CAs should use a Cryptographic Service Provider (CSP) that supports storage of the signing private key on a hardware token.  This will ensure that the signing private key cannot be copied and can be physically secured when not in use.  Finally, all unnecessary services should be disabled or removed from the Certificate Authority.

8.1. Smart Card Enrollment CA

In addition to the above security settings the Smart Card Enrollment CA can be further protected through the use of network filtering.  The VA should use the Windows 2000 built in packet filtering capability or IPSec policy to restrict network connectivity to the Smart Card CA.  Only connections from designated Enrollment Agent workstations and other Windows 2000 Domain Controllers in the enterprise should be allowed.  If IPSec is used then the CA IPSec policy should require secure communications.  

An additional recommendation is to filter connections to the Smart Card Enrollment Agent web site through IIS.  IIS provides its own packet filtering for connections to the web server and the administrator should establish filters that restrict connections to only designated Enrollment Agent workstations.

While the access control mechanisms on the CA alone should provide adequate protections, using network security provides additional assurance with a minimum of overhead.  

8.2. Exchange S/MIME User CA

Like the Smart Card Enrollment CA the Exchange S/MIME User CA can be further secured through the use of network filtering.  All operations involving the S/MIME CA are done via the Exchange Key Management Server (KMS) and the KMS is the only machine that needs to be able to communicate with the S/MIME CA.  Therefore, the IPSec or packet filtering on the S/MIME CA should be configured so that the CA can only communicate with the KMS
.  The IIS service can also be removed from this server since the S/MIME CA will not use the web based enrollment forms.

9. Certificate Profiles

Certificate profiles are implemented in the Windows 2000 CA by selecting the appropriate certificate template.  All certificate templates share a common set of fields and extensions as specified in RFC2459 – The PKIX Part 1 Certificate Profile.  Any differences between the template types are enumerated in Appendix B.

	Name
	Critical
	Value

	Version
	
	V3

	Serial number
	
	Determined by CA

	Signature algorithm
	
	Chosen by requestor when key generation occurs

	Issuer
	
	X.500 name of CA chosen at install time

	Valid from
	
	Time of issuance of certificate

	Valid to
	
	Time of issuance plus configurable lifetime of certificate (one year by default or up to expiry time of issuer certificate)


	Subject
	
	Cn=Common Name entered for user in Active Directory

May also contain E=RFC822 Name depending on template used

CA Certificates contain their X.500 name entered at installation instead

	Public key
	
	Certificate public key

	Key usage
	
	Differs according to request type

	Enhanced key usage
	
	Differs according to template type

	Authority Key Identifier
	
	Contains KeyID, Certificate Issuer, and Serial Number

	CRL Distribution Points
	
	URLs defined in CA management tool

	Authority Information Access
	
	LDAP and HTTP URLs referencing location of issuer certificate in Active Directory and on HTTP server

	Subject Alternative Name
	
	Principle Name = Windows 2000 UPN 

May also contain RFC822 Name depending on template type

	Basic Constraints
	Yes
	Only used in CA certificates.

Subject Type=CA

Path Length Constraint=None

	CA Version
	
	Only used in CA certificates, currently always V0.0


10. Key Escrow / Data Recovery

Public Key cryptography can be used with a variety of applications.  Many of these applications simply use PK to authenticate users or sign data.  Other applications, such as the SSL or IPSec protocols, only encrypt the data in transit and an unencrypted copy of the data is kept at either end of the transaction.  For these applications there is not risk of data loss should the private key be destroyed.  In fact, it is desirable that no one but the certificate subject have the corresponding private key so that non-repudiation can be enforced.  

However, some applications exist that are designed to encrypt data at rest.  The two applications provided by Microsoft are the Encrypting File System and Microsoft Exchange.  Each of these applications has a different set of requirements and user communities and therefore handles the recovery of encrypted data differently.  By approaching data recovery on an application specific basis Microsoft has been able to provide easier management and less risk that a more generic key recovery system.

10.1. Encrypting File System

The EFS provides built-in data recovery support. The Windows 2000 security infrastructure enforces the configuration of data recovery keys. You can use file encryption only if the system is configured with one or more recovery keys. The EFS allows recovery agents to configure public keys that are used to enable file recovery. Only the file’s randomly generated encryption key is available using the recovery key, not a user’s private key. This ensures that no other private information is revealed to the recovery agent accidentally.

Data recovery is intended for most business environments where the organization expects to be able to recover data encrypted by an employee after an employee leaves or when encryption keys are lost. The recovery policy can be defined in group policy for the Windows 2000 domain. This policy is enforced on all machines in that domain. The recovery policy is under the control of domain administrators who can delegate this to designated data security administrator accounts using Windows 2000 Active Directory delegation features. This provides better control and flexibility on who is authorized to recover encrypted data.  The EFS also supports multiple recovery agents, by allowing for multiple recovery key configurations to provide organizations with redundancy and flexibility in implementing their recovery procedures.

Each Windows 2000 domain in the VA must designate at least one EFS Recovery Agent, and preferably a second should be chosen as a backup.  The designated recovery agent need not belong to the same domain that they are recovery agent for.  

10.2. Electronic Mail

Unlike EFS, encrypted e-mail may be sent to VA users from persons outside of the control of the VA.  Therefore, there is no way to force these outside users to also send a copy of the e-mail encrypted with a designated recovery agent key – the analog to the system used by EFS.  In order to overcome this, Exchange provides a mechanism to escrow the user’s decryption private key.  

When the Key Management Server is deployed within an Exchange site the key pair used to encrypt e-mail is generated by the KMS and stored in an encrypted database on the KMS.  A designated Advanced Security (AS) administrator can then go in and recover the user’s encryption key pair if it lost or destroyed.  Additional policies can also be put into effect requiring that multiple KMS administrators logon prior to recovering a user’s encryption key pair. 

Each VA KMS must have at least one designated Advanced Security administrator.  The password used by this AS administrator should be different from his or her normal logon password and should be highly complex.  In addition, Microsoft recommends that each KMS have at least 3 designated AS administrators.  The KMS should be configured such that recovery of a user’s decryption key requires two AS administrators so a single rogue administrator cannot recover encrypted e-mail.  The third AS administrator is for backup purposes in case one of the other two passwords are lost.

11. Certificate Renewal and Rekey

Every certificate has a validity period. After the end of the validity period, the certificate is no longer considered an acceptable or usable credential. Windows 2000 includes a Certificate Renewal wizard which makes it possible to renew a certificate issued from a enterprise CA before or after the end of the certificate validity period.  The user has the option to renew the certificate with the same key or with a new key pair.  Machines configured for automatic enrollment will also automatically renew their certificates when they are two weeks from expiring.  

When Outlook 98 or 2000 is used with the KMS for automated enrollment, there is also a separate automatic process for certificate renewal.  When the certificates that Outlook is configured to use approach their expiration date the user will be prompted with the following message:

Your security certificates are approaching expiration.

   
Do you want to send a certificate update request to the

   
Key Management Server?
No administrator intervention is required. If the user clicks “Yes”, the request is sent to the Key Management Server. The new certificate is sent back in e-mail and is valid for another 18 months.  

If the user chooses not to update the certificate, then they will be prompted again the next time they log on to advanced security. If they let the certificate expire, they need to be re-enrolled to be able to use advanced security.

CA Certificates can also be renewed from the Certificate Services administration console.  After selecting to renew the CA certificate the administrator is prompted with a wizard to guide her through the process.  The administrator has the option of either renewing the certificate with the same key, or generating a new key pair.  If the renewing CA is a root CA then its new certificate will automatically be distributed to clients using Group Policy.  If the renewing CA is an intermediate CA it will be retrieved by following the CRLDistributionPoint.

Appendix A – The Windows 2000 PKI

The Microsoft Windows 2000 Public Key Infrastructure white paper can be obtained from http://www.microsoft.com/windows/server/Technical/security/PKI.asp. 

Appendix B – Certificate Templates

A certificate template profiles certificates based on their intended use. When requesting a certificate from a Windows 2000 enterprise certification authority (CA), the certificate requester will, depending on their access rights, be able to select from a variety of certificate types that are based on certificate templates, such as User and Code Signing. The certificate template saves users from low-level, technical decisions about the type of certificate that they need. Instead, they can rely on the judgment of their administrators and use the template name that indicates the purpose of the certificate.

The following certificate templates are included with Windows 2000 Certificate Services. 

	Certificate Template Name
	Certificate Purposes
	Issued To People or Computers

	Administrator
	Code signing, certificate trust list (CTL) signing, encrypting file system (EFS), Secure E-mail, Client Authentication
	People

	Authenticated session
	Client authentication
	People

	Basic EFS
	Encrypting File System
	People

	Computer
	Client authentication, server authentication
	Computers

	Code Signing
	Code signing
	People

	Domain Controller
	Client authentication, server authentication
	Computers

	EFS Recovery Agent
	File recovery
	People

	Enrollment Agent
	Certificate request agent
	People

	Enrollment Agent (Offline request)
	Certificate request agent
	People

	IPSec (Offline request)
	Internet Protocol security
	Computers

	IPSec
	Internet Protocol security
	Computers


	Router (Offline request)
	Client authentication
	Computers/routers

	Smart Card Logon
	Client authentication
	People

	Smart Card User
	Client authentication, secure e-mail
	People

	Subordinate certification authority
	All
	Computers

	Trust List Signing
	Certificate trust list signing
	People

	User
	Encrypting File System, secure e-mail, client authentication
	People

	User Signature Only
	Secure e-mail, client authentication
	People

	Web Server
	Server authentication
	Computers


Every enterprise CA, as part of its policy settings, can issue specific certificate types based on certificate templates selected by the CA administrator. When you install a new enterprise CA, by default, only the following certificate templates can be issued: Administrator, Domain Controller, Computer, Basic EFS, EFS Recovery Agent, User, Web Server. For the procedure to add or remove certificate templates that a CA can issue, see Establish the certificate types that an enterprise certification authority can issue 

Certificate templates have the following features:

Security permission set

Indicates who is allowed to receive a certificate of this type. This decision is enforced by the CA, and requires that the certificate requester securely authenticate itself to the CA. See Set security permissions and delegate control of certificate templates for procedures to set security permissions on certificate templates.

Display Name

The name that is displayed in the user interface when the client or administrator selects a certificate template.

Extended Key Usages

Identifies the purpose of the certificate, such as e-mail protection, CTL signing, and so on. It is represented by Object Identifiers (OIDS).

Key Usages

Identifies the use of the public key in a certificate at a basic cryptographic level. Typically, it indicates whether the key may be used for a signature, key exchange, encryption, or other uses. Key Usages is stored as a bit field.

Basic Constraints

Indicates whether the resulting certificate may be used by a CA to sign lower-level certificates, which allows the construction of CA hierarchies. This value also specifies the maximum depth of the hierarchy beneath the certificate.

Default CSP List

Contains the names of the cryptographic service providers (CSPs) that may be used if the enrollment takes place outside of the normal Windows user interface. There are specific constraints on the CSPs used for certain types of certificates, and this list verifies that certificates enrolled by the system will meet those constraints. For example, EFS requires the Microsoft RSA CSP.

Include E-Mail Name

Indicates that the e-mail name of the principal should be included in the certificate, if there is one. 

Machine Certificate Template

Indicates whether the certificate template is appropriate for a computer or a user.  For procedures to manage certificate templates, see Manage Certificate Templates for an Enterprise CA



























� The current VA PKI Certificate Policy can be downloaded from � HYPERLINK "http://www.va.gov/proj/vapki/documents.htm" ��http://www.va.gov/proj/vapki/documents.htm� 


� More information on key escrow and Microsoft’s implementation can be found in Section � REF _Ref461408154 \r \h ��10�.


� The use of the SMTP address as the “E=” component of the X.500 DN is now deprecated by the S/MIME specification.


� Used to process IPSec certificate requests from non-Windows 2000 machines.  This requires administrator intervention to submit the request and install the certificate.


� At this point there is no case law surrounding the user of legally binding digital signatures.  Until sufficient legislation and case history is developed there is a risk that any use of digital signatures may be overturned in a court of law.


� The S/MIMEv2 specification never made it to the status of RFC as work was instead focused on S/MIMEv3.  However, S/MIMEv2 is still considered the defacto secure messaging standard until S/MIMEv3 products are available to consumers.  Microsoft will be releasing S/MIMEv3 support in a service release to Outlook in Q1 2000.


� Support for S/MIME is only available in Outlook 98 and Outlook 2000.


� This and the next 3 operations are done using DCOM, an API specific to the Microsoft CA chosen because there is currently no standard protocol for certificate enrollment.


� See the section � REF _Ref461004163 \r \h ��7� for more information on the certificate format required by S/MIME.


� The VA can also chose to use a third-party CA as the root.


� CDP checking is enabled in Outlook 2000 by setting a registry key.  However, doing so will cause Outlook to temporarily hang when attempting to retrieve a CRL that is not available, such as because the user is offline and the CRL isn’t cached.


� Revocation checking is an optional service that applications must specify when validating certificates.


� This password database can be encrypted, but for it to be truly secure the encryption key must be stored off the machine.  Users configured to only use smart card logon do not have passwords stored in the KDC.


� Depending on the server and domain configuration the server may also need to communicate with at least one Domain Controller.
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