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NIH Unique Identifier Database

Background

As a result of the NIH Director’s Retreat of September, 1996, the NIH Director commissioned an NIH Information Technology Central Committee (ITCC) to make recommendations for improving IT management at NIH.  Among its seven major recommendations, the ITCC’s report of November, 1996 included the following:

· Develop a strategy for a secure networking environment that includes the Internet.

· Develop a strategy for a secure, centrally coordinated NIH electronic directory that logically coordinates directories for e-mail, personnel, parking, etc., and fully implements de-registration activities.

The NIH Director gave the acting NIH CIO the task of implementing these recommendations, who in turn commissioned the NIH Architectural Management Group (AMG), which is comprised of representatives from each NIH ICD, to undertake this work.  The AMG’s Report on Interoperability at the NIH issued in May, 1997 made the following recommendations relating to the security and directory strategies:

· Establish a central authentication service that uses public key or shared secret key security standards and provides electronic credentials for all the NIH workforce. The credentials issued by the central NIH authentication service will carry a unique personal identifier assigned to each NIH employee. To enable these credentials to grant access to computing services, the unique personal identifiers will need to be associated with and used consistently across various subsidiary certificate authorities, NOS security registries, and directory services.

· Unique personal identifiers (not the SSN) must be defined. This will allow integration with systems based on relational databases.  Declare directory presence a prerequisite for NIH services. This will help ensure the accuracy and currency of the information because presence in the directory will be required before other NIH resources can be used.

Thus arose the concept of an NIH Unique Identifier, or NIH UID, as the common key that would be used to reliably associate with an individual all the related information stored in a multitude of NIH systems and databases.

Also, at the AMG’s recommendation, the NIH acting CIO approved the formation of a small technical subcommittee, the AMG TSC, to design and implement NIH security and directory services.

NIH Unique Identifier Definition

In order to meet the requirements of the NIH security and directory services, the AMG TSC has determined that the NIH UID must have the following properties.

Scope

An NIH UID will be assigned to:

· All NIH badge holders

· All other registered users of NIH computing services

Uniqueness

No two individuals will be assigned the same NIH UID.

Singularity

An individual will not be assigned more than one NIH UID.

Lifetime Consistency

An individual will have the same NIH UID for life.

Form

The NIH UID will be a 10-digit decimal number of the form ddd-ddd-dddc, for example, 001-011-3232. The 10th (rightmost) digit is a check digit computed according to the ISO 7064 MOD 10,11 standard.

Requirements of the NIH UID Database

Lifetime consistency and singularity of NIH IDs is required to meet the stated requirements of the NIH-wide security and directory services.  This implies the existence of an NIH UID Database that associates NIH UIDs with sufficient individual identifying information to detect matches, and a registration procedure which checks this database for an existing matching entry prior to creating a new entry and assigning a new UID.

Individual ID Information

The NIH UID Database will contain an individual’s NIH UID plus the following information:

· Name

· Sex

· Date of Birth

· Social Security Number, if US citizen, OR Passport # and issuing country, if non-US citizen

· Mother’s maiden name?

· Digitized picture ID?

Security and Privacy

Since the NIH UID Database will contain individual identifying information, access to the database will be restricted to authorized personnel, who will use it for the sole purpose of assuring that an individual is assigned a single NIH UID that remains the same for the life of the individual.
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